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Abstract: The novelty of this paper lies in its perspective, which underscores the fruitful correlation
between biological and computer viruses. In the realm of computer science, the study of theoretical
concepts often intersects with practical applications. Computer viruses have many common traits
with their biological counterparts. Studying their correlation may enhance our perspective and,
ultimately, augment our ability to successfully protect our computer systems and data against viruses.
Game theory may be an appropriate tool for establishing the link between biological and computer
viruses. In this work, we establish correlations between a well-known computer virus, VirLock, with
an equally well-studied biological virus, the bacteriophage ¢6. VirLock is a formidable ransomware
that encrypts user files and demands a ransom for data restoration. Drawing a parallel with the
biological virus bacteriophage ¢6, we uncover conceptual links like shared attributes and behaviors,
as well as useful insights. Following this line of thought, we suggest efficient strategies based on
a game theory perspective, which have the potential to address the infections caused by VirLock,
and other viruses with analogous behavior. Moreover, we propose mathematical formulations that
integrate real-world variables, providing a means to gauge virus severity and design robust defensive
strategies and analytics. This interdisciplinary inquiry, fusing game theory, biology, and computer
science, advances our understanding of virus behavior, paving the way for the development of
effective countermeasures while presenting an alternative viewpoint. Throughout this theoretical
exploration, we contribute to the ongoing discourse on computer virus behavior and stimulate new
avenues for addressing digital threats. In particular, the formulas and framework developed in this
work can facilitate better risk analysis and assessment, and become useful tools in penetration testing
analysis, helping companies and organizations enhance their security.
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1. Introduction
1.1. Computer Viruses

A computer virus is a widely used term that characterizes malicious computer software.
This metaphorical term is based on the observation that the behavior of biological viruses
and malicious software has much in common and shares some conceptual characteristics [1].

Biological viruses have many different variations, just like their digital counterparts.
Computer viruses have several traits that help in their categorization, usually based on their
behavior and infection mechanisms. The way computer viruses infect the host computer
also helps in their classification [2,3]. Traits like their target demographic, operational
conditions, replication manners, infection mechanisms, infection success rate, and severity,
vary considerably, and are used in their categorization and research.

This article investigates the relationship between biological and computer viruses,
with a focus on VirLock, a polymorphic ransomware, and its similarities to the ¢6 bacte-
riophage virus. Linkages between the two viral types are constructed using game theory
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as a foundation, leading to novel infection management methods and the development of
mathematical models for resistance measures. Examining the bio-computational activities
of viruses increases our understanding and enables the development of effective computer
countermeasures. A computer virus must initially infect the target computer to interact
with the host for the first time and begin its replication process. In cases where a virus
exhibits traits, such as polymorphic or metamorphic code, or possesses a worm component,
the virus’s ability to spread appears to be somewhat unpredictable.

It is not necessary for worms to manipulate the target computer software in order to
replicate [4]. Unless they consume a significant amount of the computer’s resources, their
presence will be hinted at by the slow performance. Worms remain active in the computer’s
memory, and their actions are typically unseen by the user. The most intriguing aspect of
worms and viruses with worm components is not merely their rapid self-replication ability
but also their capacity to do so without the host computer’s user interactions, known as
the zero-click type [5,6]. Specific types of computer viruses have the potential to mutate,
which in turn leads to better spreading of their population and higher infection rates, while
generally improving their already existing traits. This ability to mutate is also observed in
biological viruses. Mutation is a typical feature of biological viruses, which has been proven
via phylogeny analysis in [7,8]. Mutation is a trait found in viruses with polymorphic and
metamorphic codes. Typically, polymorphic code makes unique copies by relying on en-
cryption. The goal of employing polymorphic and metamorphic code is to avoid detection
by anti-malware and antivirus technologies. Technically, it is more difficult to achieve the
“metamorphic trait” in a virus than the “polymorphic trait.” However, the implementation
cost may be worth the extra effort because it provides superior protection against antivirus
technologies, and evading detection is considerably easier.

1.2. Biological Viruses

Biological viruses are parasitical organisms that gain the ability to reproduce and carry
their genetic material, protein, and DNA or RNA, by infecting a host [9]. They translate
their RNA into proteins that serve them by using the host’s ribosomes since they do not
have the ability to synthesize proteins of their own [10]. Viruses can be transmitted through
different means, depending on their species [11]. The term “Host range” refers to the
number of cells infected by a virus [12]. Usually, a biological virus is dealt with by the
immune system of the organism it has infected. Infected organisms could be molecules,
animals, plants, as well as humans [13]. Moreover, a good defense method that helps
the immune system is the use of vaccines, often used to work against specific viruses.
Although the majority of virus mutations have little effect on the general development
of the disease, certain alterations may worsen infection severity and undermine current
vaccination approaches [14]. Apart from vaccines, as time progresses, antiviral drugs
continue to evolve.

When a virus infects a cell, it forces it to directly replicate itself, creating more copies
of the virus. What makes up a virus is its genetic material, the capsid, a set of proteins that
protect this genetic material, and sometimes external lipids. The extracellular form of the
virus is called the virion. Viruses are classified into two types (DNA and RNA, respectively),
depending on whether they have a DNA or an RNA genome [15]. The genetic material of
an RNA virus is made up of ribonucleic acid (RNA) [16]. A virus can have a lot of different
effects on an organism. Causing the death of the host cell is what most of them do. Usually,
they do that by using viral proteins to restrict the normal activity of the cell [17,18]. Many
viruses cause harm to the host, whereas others may be destroyed without causing adverse
effects. There are also viruses that have the ability to infect without causing any changes in
the cells [19]. The cells can continue to function normally even when infected, yet they still
end up causing the infection to persistently spread. The collection of viruses that infect an
organism is termed a virome. The source of infection is identified using a technique called

phage typing [20].
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Viruses are not transmitted through cell division since they are acellular organisms.
Instead, they are transmitted by using the host to create multiple copies of themselves.
The host is forced to reproduce the original virus when infected. The interaction of a virus
and a host cell is a complex process that takes place in a series of separate phases. Viruses
have a basic life cycle [21]. The infection starts once a virus attaches itself to a susceptible
host cell. Viruses have attachment proteins or molecules on their surface that recognize and
bind to receptors on the surface of the host cells. This attachment is quite selective, with the
virus focusing on certain kinds of host cells. That is when the cell type and host range are
determined. After that, the virus penetrates the cell. This can happen in a variety of ways,
depending on the virus type. Some viruses merge with the host cell membrane directly,
whereas others are internalized by endocytosis. In order to disclose its genetic material
within the host cell, the virus may need to uncoat itself, losing its outer layers or capsid.
After that, the viral genome is exposed and ready for reproduction [22]. The replication and
transcription phases of the interaction are where the viral genetic material acquires control
of the host cell’s machinery. When the virus is replicated, the genome is also multiplied.
After they replicate, altered proteins and particles may appear relative to the original
form of the virus before the penetration occurred. Newly formed virus particles that are
assembled acquire a new final virus structure as well as new functional attributes.

The cycle concludes with the expulsion of mature virions from the host cell. Virus
release techniques can vary greatly, involving processes, such as cell lysis, budding from
the host cell membrane, or other mechanisms. Once this happens, the cell is killed [23].
The process the host uses to reproduce, so the virus can also be replicated, is called a
prophage. Once the virus stops being inactive, lysis happens in the host cell. RNA virus
reproduction takes place in the cytoplasm. Each specific virus uses the enzymes it has in
order to make copies of the genomes. The virus has the ability to infect a new host cell
after lysis, which leads to this cycle repeating itself. Moreover, the virus might mutate
during this step [24]. After the immune system of an organism detects a virus, it begins
the production of antibodies so that it can suppress the virus. The name of this process is
humoral immunity. Whether the body has gotten rid of the virus or not depends on the
antibodies that have been produced.

Viruses that can diversify or alter microbial populations are called bacteriophages or
phages, and because of those properties, they have been used as antibacterial agents [25].
The host range that some bacteriophages have is only focused on one bacterial strain.
Bacteriophages are a group of viruses with double-stranded RNA genomes that infect
specific bacteria. RNA viruses consist of segments found in the capsid that form a protein.
The virus can be contagious even if different segments are located in different virions [26].
They infect by attaching to the molecules on the surface of the bacterium and entering the
cell. Oftentimes, once they enter the cell, they start translating their mRNA into proteins.
Virus enzymes assist in destroying the cell membrane. Usually, bacteria use enzymes
that can target unknown RNA to protect themselves from this type of infection. Bacteria
also have the ability to detect the genomes of viruses that have been encountered in the
past, and they can block their reproduction by interfering with the RNA [27,28]. This is
what bacteria use to protect themselves from this kind of infection. Bacteria can naturally
interfere with the RNA. While a viral RNA is being replicated, certain mutations happen,
which could either leave the cell proteins unaffected or contribute to the resistance against
antiviral drugs.

1.3. Game Theory

Game theory, along with its extension, evolutionary game theory (EGT), can assist
in modeling the behavior of both computer and biological viruses, paving the way for
the development of a higher level of protection from them. Its application to realistic
scenarios is what makes this concept even more captivating [29]. Characteristics typically
found in games have been discerned in the case of biological processes in multicellular
organisms like cells and macromolecules (see [30] for an accessible overview). Many
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biological systems seem to follow certain strategies, as the observation of their moves
implies. Of course, during a time span, a player’s strategy can change as a result of natural
selection. When mutations occur during the cell’s lifespan, reversible or irreversible changes
to their strategies can take place due to epigenetic transformations. The final outcome of
the game is largely determined by the reproductive success of the organism. A succinct
introduction to the study of biological systems with the use of evolutionary games can be
found in [31]. Numerous traditional games, such as the well-known Prisoner’s Dilemma,
have been employed to simulate biological circumstances (see [32,33] for references). This
extends beyond viruses to include microorganisms and bio-inspired computational models
(see [34,35] for more references). Employing nonstandard approaches for analyzing physical
systems has deepened our understanding and revolutionized our perspective in many
important cases. As an example, we mention that game-theoretic analysis can provide
additional insights even when applied to quantum computation (see [36-38] for recent
results and more related references).

Contribution. This paper introduces a novel perspective, namely that biological and
computer viruses, despite their obvious differences, exhibit many common behavioral traits.
Through the correlation of computer viruses to their biological counterparts, this paper
aims to offer a fresh viewpoint and advocate for a new and promising vein of research.
In this work, we build upon the preliminary investigation of [39], and we demonstrate
that the association between the behavioral traits of biological viruses and computer
viruses is possible and fruitful. In this research, we focus on VirLock, a ransomware-
type computer virus, and its similarities to biological viruses, especially with the well-
documented and studied ¢6 bacteriophage virus. Our approach culminates in a thorough
examination and analysis of the main similarities and anticipated differences between these
two viruses. VirLock is a well-known virus from which many people have suffered. It had
a massive impact, which was one of the reasons it was preferred over other ransomware
viruses, like WannaCry or Petya. Many respected sources and studies on the subject have
extensively investigated VirLock; most antivirus vendors provide particular tools, while
other sources exploit the virus in a variety of ways, allowing us to correlate numerous
cleaning strategies. Other viruses spread via networks, but VirLock is an excellent non-
zero-click example. VirLock has mutable and polymorphic code. This is a crucial trait that
not all computer viruses have. ¢6 covers the multidisciplinary length since it has been
further addressed in an easily understood manner by a wide range of audiences. ¢6 is
also very well-known, with numerous citations, and can be figuratively associated with
VirLock’s behavior. In addition to improving the variety of tools for evaluating the efficacy
of the strategies employed to counter viruses, we anticipate that this line of research will
lead to the implementation of novel strategies that, in the end, have proven efficient for
combating certain virus types. Of course, there are numerous types of computer viruses,
and the same is true for biological ones. To be effective, any framework must have an
in-depth understanding of a virus and its method of infection. Worms, for example, have a
very similar infectious pattern, and the proposed framework, with appropriate extensions
and modifications, could be applied to worms too. Therefore, we believe that the analytical
approach presented here can be generalized and adopted to tackle more general scenarios.
The formulas and framework can assist in better risk analysis and assessment. For this
purpose, they could be integrated into a penetration testing suite, and utilized in penetration
analysis reports for digital security assessment. The interested reader is referred to [40-43]
for introductory presentations of the scope and capabilities of some of the most well-known
and popular modern penetration testing tools. Therefore, the approach initiated in this
work can assist companies and organizations to thoroughly evaluate their security risks
and enhance the prioritization of their vulnerability management procedures, leading to
improved security and facilitating early and safe recovery from such attacks.
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1.4. Organization

This paper is organized as follows. Section 1 presents an introduction to the subject and
gives many references to previous related works. The introduction contains Sections 1.1-1.3,
which provide a succinct overview of computer viruses, biological viruses, and game theory,
respectively. Section 2 provides a comprehensive analysis of the VirLock virus and includes
subsections describing the most important characteristics of the virus. Section 3 explains
how game theory can be used to model VirLock. Section 4 provides a concise introduction
to the ¢6 virus, and Section 5 demonstrates how ¢6 can be modeled using game theory.
An extensive comparison of VirLock with ¢6, highlighting similarities and differences,
is presented in Section 6. Section 7 is devoted to the analytical exposition of the formal
mathematical framework. Section 8 briefly touches on the ethical considerations and
dilemmas arising when dealing with viruses. Finally, Section 9 summarizes this work and
discusses some limitations and prospective future research.

2. The VirLock Virus
2.1. Introduction

VirLock [44] is a computer virus that, when it manages to infect the victim’s computer,
encrypts the majority of the user’s precious files while essentially locking the system.
Then, it demands a ransom from its victims to grant them access back to their system
and data. This behavior is what classifies this virus as ransomware. VirLock is usually
spread through cloud storage and exhibits parasitic behavior as it infects certain supported
computer files. From the moment it executes in the host computer, it begins to infect the
supported files. It is noteworthy that the way it alters the files differs slightly from what is
normally observed from similar types of malware. Instead of embedding malware within
clean code, VirLock embeds clean code within malware. This implies that every encrypted
file will be embedded into the malware. The file then functions as a VirLock mutation,
and it can be used to further infect and spread the virus.

The first VirLock detection took place in 2014 [45]. Naturally, as the virus is polymor-
phic, numerous distinct mutations have been discovered throughout the course of many
years, up until the present. Numerous differences in VirLock’s core functions as well as
the decoration code, have been discovered as it continued to evolve. VirLock is capable
of propagating through networks and due to the growing popularity of cloud storage
nowadays, which VirLock takes advantage of, it is able to achieve better spreadability. Its
capability to spread and infect is amplified by its inherent behavior, as outlined in the
next subsection.

2.2. Behavior

VirLock has the ability to take over the entire screen area of the computer and terminate
the Windows explorer. exe process, which controls the graphical user interface [46]. By the
time it infects the computer, it has been rendered nearly unusable because there is no way to
access the operating system’s core features as the virus message covers up the entire screen
while binary files and files with specific extensions are “encrypted” in the background.
In certain VirLock variants, the user’s geolocation is also breached, and based on this,
VirLock is able to display special lock screen messages that pretend to be local authorities
instead of generic ones [47]. This helps persuade the user even more that the message is
legitimate and that they should cooperate. While all the above take place, the typical user is
unable to utilize antivirus software in the traditional manner, which requires access to the
graphical user interface. The best technique to clean a computer from VirLock, as advised
by several antivirus vendors, is to boot into Safe Mode with Networking in the Windows
OS, or use a VirLock cleaner provided by certain companies, along with manuals for the
disinfection operations. These strategies will probably prevent VirLock from launching
itself at startup. If the OS boots up properly, and the OS files are not “encrypted,” the
user can try to disinfect the computer by running a virus scan with antivirus software or
anti-malware software. The type of VirLock variant that infected the host will obviously
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affect the likelihood of successful detection and removal of the virus, as it is quite likely
that a new variant may not be recognized yet. This additional complexity is the result of
VirLock’s ability to mutate, as explained in the following subsection.

2.3. Mutations

VirLock’s exceptional ability to evade detection and defenses has been partially at-
tributed to its adaptive coding structure. This malware employed polymorphic code,
allowing it to mutate with each execution, while preserving its primary function [48]. Better
live behavioral analysis capabilities in antivirus solutions, as well as the use of Al, may
provide a distinct advantage over the signature-based approach in combating such types of
viruses, but detection is not totally certain. Mutations are not completely different from the
core code as they retain certain traits. The core behavior and infection strategy, in many
cases, appears to remain the same, if it is not altered by a third party. It is possible that the
level of protection can be increased by focusing on the way viruses react to scenarios. There
are various mutations and variations of VirLock in the databases of most digital security
companies. Data from the well-known website VirusTotal suggest that the virus’s mutations
and variations have different detection rates from a variety of antivirus software. In Virus-
Total, VirLock can be seen under the names PolyRansom.b, Nabucur.A (the letter after the
dot refers to the variation, and different ones can be seen), Win32.Cryptor, and more (some
of the results can be found in [49-51]). Even though behavioral analysis from antivirus and
anti-malware software is considered important (see [52-55] for further details), there are
still ways that VirLock evades their emulations, e.g., by employing techniques like payload
encryption and generic obscure code [56,57]. In view of this fact, being familiar with viable
countermeasures becomes even more important.

2.4. Possible Countermeasures

As previously mentioned, for known VirLock variants, certain companies provide a
VirLock cleaner [58] that claims to be able to remove the virus’s leftovers and “decrypt” the
majority (if not all) of the infected files. The user is warned that false positives might also
be detected and should proceed with caution. Others even suggest a cloud access security
broker (CASB) that could protect the cloud storage by setting limits on certain activities
and/or breaking connections when needed [59,60]. Analyzing the behavior of this type of
malware appears to be the most effective approach for its detection and prevention, as its
numerous variants usually challenge anti-malware software.

The best practical protection against this type of infection is to keep regular backups of
the files that are of critical importance. Other measures that could also help prevent infection
and further transmission are network segmentation and keeping antivirus software up to
date [61,62]. As mentioned, another great proactive measure that could protect against
VirLock and similar attacks involves the use of a CASB. However, due to the complex
set-up that most of these services require, it does not appear to be the best ‘maximum
payoft’ solution for users with little computer knowledge. On the other hand, a known
exploit of VirLock, and an easy route to safety in the case of an infection, is its disregard of
Windows volume shadow copies; this technology, which is included in Microsoft Windows
operating systems, captures backup copies or snapshots of files or volumes, while they are
in use. One may consult [63,64] for a comprehensive introduction to this topic. Therefore,
the harm can be undone if this feature of Windows OS is enabled in order to revert to a
previous backup [46]. Security specialists have also found that VirLock has a flaw that
can be exploited. Specifically, VirLock can be misled to act as if the ransom has been
paid, if 64 consecutive zero-bits are input in the description key field [65]. Immediately
afterward, decryption can be initiated by simply clicking a file, so that the original file
could be manually recovered. The drawback of this strategy is that the user will have
to do this for every single file in the computer, with the risk of infecting the computer
once again. The process should be conducted by moving the recovered files to an external
drive and then formatting the one with the infected files. Following a thorough review of
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the literature on VirLock and existing recovery processes, a list of disinfection strategies,
with both proactive and reactive measures, is provided in the forthcoming tables. This will
help construct a better framework and keep track of possible scenarios and the resulting
outcomes since not every technique is as effective in any given scenario. The concept is
further explained in later sections.

2.5. Technical Background

As we delve deeper into understanding VirLock’s behavior and countermeasures, it is
essential to take a look into its technical aspects as well. Some well-known ransomware
tend to use one-way encryption algorithms like RSA or AES. VirLock, on the other hand, im-
plements a two-stage encryption based on XOR and XOR-ROL operations [46]. The fact that
VirLock does not utilize well-known encryption algorithms explains why many researchers
do not consider VirLock’s mechanism as encryption. This also accounts for the fact that,
with VirLock, the Shannon entropy is not as high as when RSA or AES are employed
because enhanced encryption always results in more entropy (see standard cryptography
textbooks, such as reference [66]). The infection occurs when the user attempts to run the
infectious file. By the time it is executed, it drops 3 randomly named executables in random
folders. The executables appear to carry different hashes as they are polymorphic [67].
One of them disguises itself as a Windows service, while the others encrypt and infect the
computer’s files. The task manager process is also disabled, providing an extra layer of
protection to the virus, preventing the user from taking control and killing the virus process
that attempts to alter the Windows registry. These are VirLock’s trademark actions. Initially,
VirLock disables the user access control (UAC) so as to gain full permission to access and
modify files and folders without needing administration privileges. Afterward, VirLock
obfuscates the known file extensions, preventing the user from detecting the . exe extension.
This can have dire consequences, as the user will consider these files safe and eligible for
backup, execution, or transfer to another system. Finally, VirLock modifies the registry
so0 as to render hidden files invisible [46]. This action significantly complicates the user’s
awareness of the state of critical operating system files and hinders any recovery effort.

2.6. Propagation

Later variations of VirLock seem to be able to spread through networks with the help
of cloud storage, as illustrated in Figure 1. VirLock can infect other computers through the
files it has infected. One possible infection scenario could be one where a company makes
use of cloud storage for easier file access among its employees. The first infection occurs by
an employee clicking the link of a malicious email. This will trigger the execution of the
malicious software. If one of the computers becomes infected with VirLock, this variant
can also infect the files stored in the cloud as it will scan for such folders connecting to the
network. Consequently, when other co-workers access/use these infected files in the cloud
storage, they may also become infected as the files act similar to a virus “mutant” [68].

2.7. Infected File Structure

The structure of the aforementioned files involves the following: the polymorphic
code appears at the beginning and end of the code, undergoing changes in every itera-
tion/infection. The polymorphic code is essentially “wrapped” around the main code
blocks. This part of the code is also referred to as “decoration code” as it “decorates” the
main code with operations like random API calls from random modules. The malicious
code, which runs every time, appears after the first piece of polymorphic code, and it is
usually the same among different variations of the code. Right after the malicious code,
VirLock embeds the encrypted data of the original file it infected, often referred to as “clean
code.” The last piece of polymorphic code appears at the end of the code [62,69,70]. In the
case of an infection, and depending on the technical expertise of the user, the user may
prefer to pay the ransom rather than engage in disinfection operations that might appear
complicated. There are several major reasons as to why one should reconsider making
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the ransom payment. First, there is a compelling ethical justification, especially in light
of the exorbitant price the ransomware may demand. Second, according to a number of
sources [71], just 8% of those who pay the ransom successfully recover the grand total of
the data. Ransomware preys on its victims’ urgency to regain their data, pushing them
to a ransom payment strategy. Of course, as it appears, there are other significantly more
efficient ways for victims to recover their data while achieving a high pay-off as players.

| %
N =
)

=

Figure 1. This figure illustrates the VirLock cloud storage spread and infection. In this example,

the user of the top right computer opened a malicious email attachment that infected the PC with
the VirLock malware. The files in the network share of the cloud storage will also become infected.
The malware may eventually spread to other machines in the network. The blue arrows represent
interaction with the cloud, while the red ones show the route of the infection.

3. Modeling VirLock with Game Theory

It is fruitful to assess the strategies that benefit the user the most in the case of a VirLock
infection by employing game theory tools to model various scenarios. The use of game
theory can bridge the gap between technical solutions and decision-making by taking a
more analytical approach to a complex problem [72]. This paper introduces a modification
of the well-known susceptible infected recovered (SIR) and susceptible infected susceptible
(SIS) models. These models are capable of capturing the relationships among nodes within
a network, as well as their impact on malware dissemination. They employ game theory to
calculate optimal strategies that can limit the impact of malware proliferation and decrease
security costs [73].

The game-theoretic analysis of ransomware in this paper assumes that the defender
can invest in two types of ransomware protection: (1) general protection due to deterrence
effort, which reduces the probability of infection, and (2) a backup plan that enables the
user to recover from the infection [74]. Based on the general consensus among security
experts [71] that “96% of those whose data were encrypted obtained their data back in the
most significant ransomware attack,” and that “only 8% (of those who paid) obtained all
their data back,” we constructed a payoff matrix, as seen Figure 2. This indicates that paying
the ransom may not be the best choice since there are alternative methods of recovering the
data. The following game theory matrix pictures a scenario where the user who is infected
by ransomware has to decide whether paying the ransom or not is worth it.
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User
Pay

(0,100) | (100,20)

Decrypt

VirLock

(020) |(100~100)

Figure 2. Game theory payoff matrix of the ransom payment. VirLock may or may not decrypt the
user’s data (or at least not in its entirety). The user has the choice of agreeing or refusing to pay the
ransom. It is clear that paying the ransom will generally result in an advantageous position for the
malware creator(s) and that doing so entails extra risks.

In this game, the VirLock malware and the user are considered as the players. The user
has two possible moves and so does VirLock. The user can choose to pay or not to pay the
ransom, and VirLock can “choose” to decrypt or not to decrypt the files. VirLock’s moves
are technically predetermined since there is usually an algorithm that offers the user the
decryption key, but we can still roughly calculate the possible outcomes of the scenario.
The maximum payoff is considered to be 100. For the user, 100 means that all their files
were decrypted without losing any money (which does not appear here since we do not
consider certain disinfection techniques but only ransom payment). For VirLock, 100 means
that the entirety of the ransom is paid. We consider that the data are of some importance.

Each table cell represents the outcome of the game after the players have chosen their
strategies. On the top left cell, we have the statistically improbable case where the files
are decrypted while the user does not pay. This case may occur if VirLock fails to encrypt
the data or the user employs a proactive strategy so no damage is taken from the attack.
Because of this, the payoff for the user is taken to be 100 since not only no money is spent
but all the data are unaffected while tackling the attack and preventing further spread.
On the other hand, in the bottom left cell, we have the case where the user does not pay and
VirLock does not decrypt. This could be considered a neutral state, but in reality, if VirLock
manages to encrypt the data, the user is at a disadvantage. Of course, based on the data
criticality and the possible disinfection techniques per case, the negative number could go
even lower, meaning bigger losses for the user. We will further demonstrate the effects
of such factors in the following sections. The top right cell captures the case where the
user chooses to pay the ransom and VirLock decrypts the files. As the available statistics
suggest, only a portion of the data is usually decrypted. Moreover, considering that the
ransom is quite high, the user benefits only in theory, since, usually, not all files are rescued,
and only some of the data are recovered, despite the significant amount paid. Again,
considering the importance of the files, the payoff is proportional to the cost of money
and the data criticality that are encrypted. The benefit could even go below 0, depending
on the circumstances. The bottom right cell represents the case, where the user pays the
whole ransom and VirLock does nothing to decrypt the data or a second infection takes
place from the user error or VirLock’s inability. In this case, the user loses everything in the
context of this game, with a cost of —100, while VirLock obtains it all (100).

4. The Pseudomonas Virus ¢6

Bacteriophage ¢6, also known as a Pseudomonas phage ¢6, is a lytic virus and a mem-
ber of the Cystoviridae family that infects Pseudomonas bacteria [75]. Specifically, this type
of virus infects Pseudomonas syringae and legume-infecting bacteria. The bacteriophage
$6 has been widely referenced in the literature, and has been studied via classical and
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evolutionary game theory [76-79]. It is classified as a dsSRNA (double-stranded RNA) virus,
and its double-stranded genome consists of twelve protein codes and three segmented
parts. A lipid membrane covers the nucleocapsid of this species.

4.1. Genome Structure

The infection cycle begins by attaching to the host bacterium using receptor-binding
proteins on its surface. With its unique protein, named P3, designed for this function, ¢6
finds the bacterium and sticks to it. In addition to the protein above, many other proteins
participate in the process of cell infection. Upon attachment, ¢6 injects its segmented, tripar-
tite genome into the host cell, where replication and transcription occur [80]. Unlike many
other bacteriophages, ¢6 carries a segmented, tripartite genome, consisting of three sepa-
rate RNA segments. These segments are denoted as L (large), M (medium), and S (small),
and they contain the encodings of essential viral proteins and enzymes. The L segment
encodes the RNA-dependent polymerase and capping enzyme, the M segment encodes
structural proteins and a maturation protease, while the S segment encodes non-structural
proteins involved in replication and transcription. This segmented genome structure allows
¢6 to undergo genetic reassortment, enhancing its adaptability and diversity as it primarily
infects Pseudomonas syringae, a plant-pathogenic bacterium [80].

4.2. Infection Cycle

This process synthesizes viral RNA and proteins needed for the construction of new
phage particles. ¢6 displays a high degree of host specificity, primarily targeting Pseu-
domonas bacteria, particularly Pseudomonas syringae strains. This specificity is mediated
by specific receptor-binding proteins on the phage’s surface that recognize and attach to
receptors on the bacterial cell surface. The virus’s outer lipid envelope is derived from the
host cell membrane during the assembly of new phage particles. After assembling and
maturation, the host cell undergoes lysis, releasing progeny-phage particles that can infect
other Pseudomonas bacteria, perpetuating the infection cycle [80]. This cycle of attachment
to the host cell, entry, replication, and transcription of viral RNA, assembly, maturation,
cell lysis, and the release of new phage particles, continues, allowing the ¢6 bacteriophage
to propagate and spread in populations of Pseudomonas bacteria. The ultimate goal of
the propagation is to generate a large number of progeny phage particles that, capable of
infecting additional host cells, ensuring the survival and spread of the phage within its bac-
terial host population. ¢6 bacteriophages compete with each other to gain capsid proteins
in their common bacterial targeted host. When different strains of ¢6 bacteriophages are
assembled, with varying numbers of bacteriophage particles that can simultaneously infect
a single bacterial cell, different results are obtained. The result of infection of the bacterial
cell by the virus directly depends on the combination and proportions that will be chosen
in the phage and bacteria populations. A strain can infect a cell alone, or infection can
result from a combination of viruses and their counterparts or even their mutations [77].

The behavior of the bacteriophages, as well as the role that each one will take and
whether they will cooperate with their neighbors or show selfish behavior plays a catalytic
role in the fitness of the population against the virus. ¢6 is found in cases of polymorphism
mixes with helper viruses. From a game-theoretic perspective, some behaviors can be
interpreted with the help of the prisoner’s dilemma game, and others with the help of
the snowdrift game (also called the chicken game), with different results, depending on
the ratio of infecting viruses to bacterial cells [76]. Due to its unique genome and well-
understood life cycle, ¢6 serves as a valuable model organism in virology research, aiding
investigations in virus-host interactions, RNA biology, and viral replication.

Beyond its role as a model organism, ¢6 has garnered attention for its potential appli-
cation in phage therapy, an emerging approach that employs phages to target and eliminate
specific pathogenic bacteria, potentially offering an alternative to antibiotics. Additionally,
¢6’s natural presence in the environment can play a role in controlling the population of
Pseudomonas bacteria by causing cell lysis and reducing bacterial abundance. In biotech-
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nology, ¢6 and related phages find utility, particularly in phage display technology, where
they assist in the selection of specific proteins with desired properties.

4.3. Possible Countermeasures

Eliminating ¢6 bacteriophage, a type of virus that infects Pseudomonas bacteria, can
be a complex endeavor due to its ability to infect and replicate within host bacteria. Several
approaches can control or reduce the presence of ¢6 in various settings. One approach
involves the use of antibiotics, which primarily target bacterial infections. While antibiotics
will not directly eliminate phages, they can indirectly help by reducing the population
of susceptible host bacteria. This can limit the hosts available for ¢6, potentially slowing
down its propagation [81]. Another strategy is phage therapy, which involves using other
bacteriophages known as “phage predators”, which specifically target and infect ¢6 or
similar bacteriophages. This approach relies on predatory phages to reduce the population
of ¢6 in a bacterial culture.

Developing bacterial strains that are resistant to ¢6 infection is a long-term strategy.
Genetic engineering can be used to create bacteria lacking the receptors to which ¢6 attaches.
However, this method may not be feasible for all applications and should be approached
with caution [81]. In certain environments, like water treatment facilities or industrial
processes, controlling environmental conditions, such as temperature, pH, or nutrient
availability, can help limit the growth of ¢6 and its host bacteria. Understanding the
environmental factors that support ¢6 propagation and modifying them can be effective.
Additionally, thorough disinfection, using appropriate chemicals, heat, or UV radiation,
can help inactivate and eliminate ¢6 particles, particularly in environments where ¢6
contamination poses a risk, such as laboratory equipment [82].

Preventive measures, such as strict hygiene and biosecurity protocols, are crucial for
preventing the introduction and spread of ¢6, particularly in laboratory and industrial
settings where bacterial cultures are used. Implementing these measures can help minimize
the risk of ¢6 contamination. In some biotechnological applications, modifying or control-
ling the culture conditions can limit the growth of ¢6. Optimizing the growth medium
composition or temperature, for example, may reduce the impact of ¢6 in bioprocesses [78].
The specific approach to eliminating or controlling ¢6 bacteriophage will depend on the
context, objectives, and available resources. It is essential to consider the potential risks and
benefits of each strategy, especially in research or industrial settings, and seek guidance
from experts in virology, microbiology, or biotechnology when dealing with ¢6.

5. Modeling ¢6 with Game Theory

While game theory is primarily applied to economics, social sciences, and political
science, it can also be used as an analogy or conceptual framework to understand certain
aspects of biological systems, including the interactions between viruses like ¢6 bacterio-
phage and their host bacteria [77]. In this context, we can perceive the co-evolutionary
dynamics between the two as a strategic “game.” Bacteria develop defense mechanisms to
resist viral infections, while viruses like ¢6 evolve to overcome these defenses. This ongoing
adaptation can be viewed as a strategic interaction where both parties are adapting their
strategies (genetic makeup) over time in response to each other’s moves [78]. Furthermore,
game theory provides a framework to conceptualize the strategies employed by viruses like
¢6 and to maximize their chances of successful infection and replication within a host cell.
Similarly, it can be used to model the strategies employed by host organisms (in this case
bacteria) to defend against viral infections, such as activating antiviral defense mechanisms.

Another perspective involves resource allocation within the host cell. Both ¢6 and
the host bacterium may compete for limited resources like energy and raw materials to
support their own reproduction and survival. Game theory concepts, such as the prisoner’s
dilemma or the tragedy of the commons, can be applied to understand how these competing
entities allocate resources and interact within the host environment [79]. Additionally, game
theory can help in exploring the trade-off between viral virulence (the ability to cause harm
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to the host) and host resistance (the ability to defend against infection). This trade-off can
be analyzed in the context of the evolutionary strategies of both the virus and the host. It is
essential to recognize that while game theory offers a useful paradigm for understanding
the strategic aspects of virus-host interactions, these interactions are inherently complex.
They encompass various genetic, molecular, and ecological factors that go beyond the
simplified models presented by game theory. Nonetheless, applying game theory concepts
enriches our perspective on how viruses like ¢6 and their host cells engage in a dynamic
interplay of strategies and adaptations.

6. Comparison of VirLock with ¢6

It is of considerable interest, and may yield new insights, to compare the properties
of biological and computer viruses and how they behave during and after the invasion
of the host. Computer viruses continue to evolve in tandem with the development of
computers, just like their biological counterparts. Biological viruses mutate, and when
they do, generations can be observed over time. Similarly, computer viruses may also
mutate and replicate themselves or can be altered by a third party. To follow this metaphor
even further, we may correlate the immune system of a bacterium with the antivirus,
other security software installed on a computer, and other digital security properties (like
privileges, actions, settings, etc.). A computer infection can be associated with the infection
of a bacterium by a biological virus. Computer viruses attempt to weaken the computer’s
“immune system” in order to replicate themselves and increase their population. In addition
to the above, VirLock and worm-type viruses try to infect more than just a single individual
and spread their population through the network, which in turn can be correlated with a
population of bacteria in close proximity.

As we attempt to compare and correlate computer viruses with their biological coun-
terparts, we choose a representative from each group. We deem the bacteriophage ¢6
as a suitable representative of biological viruses since its behavior and structure have
been extensively modeled in terms of classical and evolutionary game theory. It is worth
noting that ¢6 bacteriophage has been extensively studied in virology and is used as a
model organism to investigate various aspects of virus-host interactions, viral replication,
and RNA biology due to its unique segmented genome and well-documented life cycle.
Studying ¢6 helps researchers gain insight into the broader field of virology and molecular
biology. In other words, ¢6 bacteriophage stands out as a unique and extensively studied
virus with distinct characteristics, making it a valuable tool for understanding virology
and virus-host interactions, and exploring various practical applications, from phage
therapy to biotechnology.

The most important characteristics of VirLock that can be associated with the bacterio-
phages ¢6 are listed below.

(P1) Rapid growth due to self-replication.

(Py) Self-protection via host manipulation.

(P3) Ability to gain full access to the host functions.

(P4) Affinity for certain host types.

(P5) Parasitic behavior, code manipulation, and embedding into replicants/mutants.
(Ps) Ability to spread upon contact with other hosts.

(P7) Existence of a core structure.

(Pg) Capability for rapid mutation.

(Pg) Ability to avoid initial detection and resistance to elimination efforts.

Table 1 summarizes the main thesis of our approach regarding the fundamental
correlation between computer and biological viruses. Tables 2 and 3 elaborate on the main
similarities and differences between VirLock and ¢6, respectively.
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Table 1. The correlation hypothesis between computer and biological viruses.

General Correlation Hypothesis

Computer networks Cities/Countries
PC in a computer network Individual in a city or country
Infected files in a computer system Infected cells in a human organism

Security software and properties

. - . Immune system of a human individual
(e.g., antivirus, privileges, actions)

Table 2. This table highlights the similarities between VirLock and ¢6.

Similarities
VirLock 6
Infection of specific file types Pseudomonas bacteria
Parasitic Parasitic
Propagation process Propagation process
Exposure to the virus Exposure to the virus
Hijacking the host’s machinery for replication =~ Hijacking the host’s machinery for replication
Malware code mutates Both virus and host cells mutate
Replication follows infection Replication follows infection
Embedding of clean code in malware Alteration of the RNA of host ribosomes
Antivirus and anti-malware Immune system, RNA interference

Specifically designed VirLock cleaners Specifically designed vaccines and antiviral

drugs
Impairs computer files Impairs host cells
Infection spreads via infected files Infection spreads via infected cells
Table 3. This table highlights the differences between VirLock and ¢6.
Differences
VirLock $6
Infection through infected files Virus enzymes
Multiple attributes P12 proteins
Polymorphic code RNA, Capsid, Virion

Tables 4-8 detail the recovery steps after infection. They capture the complexity
involved in each step compared to the effectiveness and risks entailed in order to obtain
better insight into the overall costs and benefits that could be used in this type of game.

Table 4. This table shows the complexities of VirLock recovery strategies.

The Complexities of the Recovery Strategies

Strategy Complexity (out of 10) Effectiveness Risk of reinfection
Ransom payment 1 Low High
; Medum g
Recovery based on 4 High (depends) Medium
shadow volume copies
Removal 6 High Low

Removal plus cleanup 8 High Low
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Table 5. This recovery strategy exploits VirLock’s flaw.

Decryption Based on VirLock’s Flaw

Stages Complexity (out of 10)
Enter 64 zeros in the decryption key 1
Process every file 8

(Possibly prohibitively slow)

Table 6. This recovery strategy uses shadow volume copies.

Recovery Based on Shadow Volume Copies

Stages Complexity (out of 10)
Enable shadow volume service 2
Boot into Windows Safe Mode 4
Recover to a previous shadow copy 4

Table 7. The recovery strategy of using simple malware removal with antivirus software.

Removal with Antivirus Software

Stages Complexity (out of 10)
Boot into Windows Safe Mode 4
Install antivirus on external disk 4 (not always necessary)
Scan the computer 2

Table 8. The recovery strategy when using virus removal and a cleaner with recovery features.

Recover Using Antivirus plus Cleaner

Stages Complexity (out of 10)
Boot into Windows Safe Mode 4
Install antivirus on external disk 4 (not always necessary)
Install VirLock cleaner on external disk 4 (not always necessary)
Run the cleaner (requires several steps and
might result in deleting files that are not 5
infected
Scan and clean the computer 2

We rated the above stages by considering the difficulty encountered by a typical
computer user when implementing these operations. Complexity ranges from 0 to 10;
0 means that any average user could complete this task without any issues, whereas 10
means that the steps are either time-consuming, dangerous, or too complex (requiring
special knowledge and having sub-steps), or there are factors that have other requirements.
Depending on the relative success rate of a certain technique and the percentage of the files
that may be recovered (assuming that it is usually impossible to recover all of the files),
the effectiveness variable can have one of three possible values: low, medium, or high.
When employing a specific recovery method, the user might be susceptible to contracting
the virus once more. To quantify the risk in such an eventuality, the reinfection variable can
be used as an indicator of whether the user is more or less susceptible to reinfection and
uses the same scale as the effectiveness variable.

The previous tables (as well as the ransom payment payoff matrix of Figure 2) strive
to help users whose computers have been compromised by VirLock to choose a strategy
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that may offer them the highest pay-off against VirLock in their unique infection scenario.
Additionally, individuals who have been infected by similar software may find the tables
informative. The user can clearly benefit from having a well-considered plan beforehand,
such as one of the plans provided in the previous tables. The recovery technique utilizing
shadow volume copies has a high success rate. However, whether it is possible depends on
how proactive the user is in terms of keeping shadow volume copies beforehand and how
old they are. Moreover, depending on how many files the user stores in their computer,
the “click on every file in your computer” step may not be a great option, but it might not
be needed at all depending on the situation. We point out that antivirus or anti-malware
software is not always necessary after the infection has taken place if it has been installed
beforehand and is still operational. The strategies above are broken into steps, and the
difficulty value associated with each step is chosen with the average computer user in
mind. Of course, these values are subject to change based on the characteristics of the
individual user, since a computer science graduate or a high-prestige company employee
would significantly lower the value of the complexity variable.

7. Mathematical Formulation
7.1. Intuition and Derivation

Taking into account all the aforementioned facts, and real-life factors, like the common
behavior of a user during a computer virus infection scenario, enables us to develop a
series of conceptual mathematical formulas. The proposed formulation not only supports
procedures like the simple calculation of the severity of a virus but can also estimate the
importance of those realistic factors. An analogous approach is taken by the industry
standard common vulnerability scoring system (CVSS), which is designed to identify key
technical aspects of software, hardware, and firmware vulnerabilities. It utilizes a scoring
system to indicate the severity of a vulnerability in comparison to other vulnerabilities.
The scores are based on realistic characteristics of viruses and vulnerabilities, like the scope
of the vulnerability, the user interaction, the availability, the level of possible remediation,
and many more. All the above metrics take similar values to the ones we used in the
tables previously introduced. CVSS uses special formulas to calculate a severity score
that ranges from 0 to 10, with 10 being the critical severity level. Further info about
CVSS can be found in this specification document [83], and a CVSS calculator is also
provided in [84]. Even though CVSS ratings for the severity levels are approximate [85],
the system allows “players” to prepare more and obtain the necessary resources (for
example a CASB or an antivirus) to achieve maximum payoff against the known threats.
As CVSS claims on its site [86], they aim to “provide a way to capture the principal
characteristics of a vulnerability and produce a numerical score reflecting its severity.”

The existence of precise mathematical formulas allows further tests and experiments
that may lead to a definitive conclusion regarding the importance of the factors during the
infection, apart from the importance of the technical and technological ones. Games can be
based on these formulas in order to simulate certain infection scenarios. Then, by observing
the players and the outcomes of the employed strategies, new strategies may be devised
that offer advantages over the existing ones. To this end, we propose a series of formulas
that take into account the different types of end users and are specific to certain scenarios,
so they can be more accurate than formulas utilizing the one-size-fits-all approach. In the
field of biological viruses, there are several cases where formulas that factor in realistic
data are being used. An obvious case that comes to mind is the recent COVID-19 virus
pandemic outbreak, where certain equations have been proposed [87,88]. Unfortunately, it
would seem that such formulas that constitute a precautionary measure are not being used
widely in the field of computer virus attacks.

At this point, taking into account some of the factors that are extensively analyzed
in the literature, which can affect the behavior and the outcome of a possible infection,
formulas that fit certain scenarios can be designed. The following example is based on
a hypothetical ransomware attack (identical or similar to VirLock). For demonstration
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purposes, one might draw a parallel between a small city’s population getting infected by
a biological virus and a computer network succumbing to a computer virus. Inspired by
the CVSS and other formulas from the computer and the biological world, as well as the
typical model of a commercial company, the average user profile, and their characteristic
behavior, we propose a group of novel formulas. These formulas, combined with the
standard mechanics of game theory, are useful in the continuous endeavor to discover
better strategies to cope with viral infections. Below, we list the factors we have taken into
account in our formulas, specifically based on VirLock and, more generally, on ransomware.

* A: User’s awareness of the computer virus/user’s computer literacy knowledge/
Sudden anxiety from the attack.

*  B: Economical state of the user/company.

¢ C: Criticality of the encrypted data/amount of the critically encrypted data.

* D: Amount of data.

e E: Amount of data the virus infects.

e  F: Percentage of infected computers in the network.

¢ G: Known ways of effective disinfection/possible ways of data recovery.

*  H: The effectiveness of the known disinfection strategies altogether (percentage based
on users who attempted the strategies).

e [: Safety of operations during/after the infection.

The following formula is used to estimate the spreadability score, denoted by SPS:
SPS =0.7(100 — A) + 0.3F (1)

Given the spreadability score, the severity of the infection, denoted by SF, can be computed
by the next formula, in which the parameter G is assumed to be > 0.

SF=0.1C+0.25E +0.1F +0.25SPS + 0.3G 2)
Analogously, assuming that G # 0, the disinfection probability DP is given by
DP = 0.15A 4+ 0.2B 4 0.1(100 — E) 4 0.15(100 — F) 4+ 0.3H + 0.11 (©)]

Finally, the disinfection payoff, denoted by DC, can be computed by the Algorithm 1, given

below, where S = g.

Algorithm 1: Disinfection payoff
if (C<020RS <0.2) then

=

2 L DC=0

3 else if (C > 0.8) then
s+ | DC=C

5 else if (S < 0.8) then
6 | DC=CxS

7 elseif (S <1) then

8 L DC=C

9 return 100 x DC

The above formulas almost always return a decimal number that represents the
corresponding score on a scale of 1-100 (percentage). The values of the variables range
from 1 to 100 and determine the final probability. For example, if only 1/4 of the computers
in the network are infected, the value of the F variable would be 25. If the encrypted data of
a company or an individual are of extreme critical importance, where the loss would mean
huge drawbacks, then high criticality could range from 90 to 100 for variable C. Having a
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certain percentage scale could provide more accurate numbers in pay-off matrices, ensuring
that both players have benefits that they can use to their advantage.

7.2. Test Case Scenario

To obtain a better understanding of the previous mathematical concepts, we visualize
them in the figures that follow. This allows us to compile the general profiles of the players,
which in this scenario are 2 companies with different behaviors against VirLock. The
difference between the companies is captured by the different values of the variables, as
shown in Table 9. The data creation and calculations were carried out by a custom computer
program, written in C, based on the mathematical concepts introduced above. We paid
special attention to whether or not to pay the ransom because it is the most essential
question in the context of ransomware. In addition to this core issue, we present preventive
and reactive techniques, followed by an analysis of why choosing to pay may be a good or
poor idea, depending on the circumstances.

Table 9. The values of the variables used to model the profiles of fictional companies A and B used in
the example scenarios that follow.

Variables and Their Values

Variable Company A Company B
A 20 90
B 25 60
C 25 90
D 100 100
E 80 10
F 90 15
G 25 25
H 60 60
I 15 75

Figure 3 shows the different results produced based on 2 different fictional companies:
company A, which is technologically illiterate, and company B, which is technologically
literate. In this case, ransomware like VirLock could be much more effective against
company A. This is because viruses like VirLock aim for this characteristic in their victims.
When VirLock is sent via email, pretending to be an important document that one should
forward, employees of company A may be tricked into spreading the virus. This will affect
the spreadability score and the severity. Assuming that the volume and criticality of data
are basically the same in both companies, and that both are attacked by the same virus, we
can understand the advantages and disadvantages of these 2 players against the virus.

In the case of company A, variables A, F, and I differ compared to company B since
most of the employees would not be able to identify a candy-wrapped scam email and
would probably forward it to the rest of the network, i.e., the F variable assumes higher
values. By the time they realize that an infection has occurred, they might not have a
well-planned disinfection strategy, and attempts to disinfect operations could have a worse
effect. In contrast, a company with well-trained and up-to-date employees would probably
have less of a problem and would restrict the spread much faster. Variable F would be
lower and variable I higher, leading to a less severe attack, lower spreadability, and a
higher payoff. Company B probably has much more data that are of critical importance but
maintains a much better data-to-infected data ratio due to their proactive strategy against
attacks. Company A has a much higher data-to-infected data ratio, but their data may not
be of such critical importance. In such a scenario, one may modify the values of B,C, D,
and E accordingly.
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Figure 3. Graphical representation of the results given by the preceding formulas for 2 different
companies. It is clear that the technologically illiterate company (company A) faces a significantly more
severe problem compared to company B. The spreadability also rises significantly in the case of A.

Additionally, we ran extensive tests in which a single trait was fixed to a constant
value. This approach enabled us to evaluate how a certain variable corresponding to a trait
affects the remaining variables, and to what extent. In the following figures, a variable is
chosen as constant while all other variables take values from 0 to 100. Examining the charts
can visually illustrate the effects of the traits.

Figure 4 makes it clear that the increase in the values of the severity output from
the formulas depends heavily on the value of variable A. The conclusion is that a tech-
nologically illiterate company or individual is more susceptible to infections and finds it
harder to disinfect and not spread the virus (especially in the scenario of VirLock), which
is also why the spreadability line is much higher. Note that the severity line is slightly
higher but steeper, and the disinfection probability is also higher. A simple comparison
between Figures 4 and 5 demonstrates that the disinfection payoff is the same in both cases,
i.e.,, when A = 20 and when A = 80, since this formula does not make use of variable A.

Variable A =20
100
80
70

€0

50

1 5 9 13 17 21 25 29 33 37 41 45 49 53 57 61 65 69 73 77 81 85 89 93 97
- Severity Disinfection Probability == Disinfection Payoff Spreadability

Figure 4. This chart displays a graphic plot of the formulas in the case where variable A is constant
with a value of 20, while the values of the rest of the variables range from 0 to 100.
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Variable A =80
100

90
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- Severity Disinfection Probability == Disinfection Payoff Spreadability

Figure 5. This chart plots the formulas, where variable A is constant with a value of 80, while the
values of the rest of the variables range from 0 to 100.

In Figures 6 and 7, we can observe a cross-shape between severity and disinfection
payoff when C = 10 and C = 90. The cross is obviously higher in the C = 90 chart since
the data criticality is extremely high, something that makes attacks more severe. The main
difference between the two charts lies in the disinfection payoff associated with employing
any strategy to recover their data. The intuition behind this is that, given the data’s high
criticality, it is extremely important (with a value proportionate to the data criticality) to
employ any strategy to recover the data. This is the exact opposite of the chart when C = 10,
where DP = 0, indicating that it is not worth it to employ anything with such low-level
data criticality.

Variable C=10
100

90
80
70
60
50
40
30
20

10

1 5 9 13 17 21 25 29 33 37 41 45 49 53 57 61 65 69 73 77 81 85 89 93 97
= Severity Disinfection Probability == Disinfection Payoff Spreadability

Figure 6. The above figure contains a graphic plot of the formulas in the case where variable C is
constant with a value of 10 while the values from the rest of the variables range from 0 to 100.
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Variable C=90
100
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- Severity Disinfection Probability == Disinfection Payoff Spreadability

Figure 7. Chart presenting the output of the formulas where variable C is constant with a value of 90
while the values from the rest of the variables range from 0 to 100.

8. Ethical Considerations

The emergence of ransomware attacks in the digital era is a growing threat that poses
significant ethical dilemmas. While the motivation behind paying ransoms to cybercrimi-
nals is often driven by the urgent need to regain access to crucial data or systems, it brings
forth apprehensions about inadvertently endorsing criminal behavior and nurturing the
ransomware industry [89]. Furthermore, these payments come with no data recovery
assurance, and, as we mentioned in the previous section, the possibility of such a scenario
is very high, thus potentially leaving victims in a precarious situation [90]. This ethical
dilemma raises fundamental questions about the prudence of acquiescing to extortion
without a guaranteed resolution [91]. From an ethical standpoint, organizations must criti-
cally evaluate the consequences of indirectly supporting an ecosystem of illegal activities
and the repercussions of indirectly funding criminal acts. Moreover, paying a ransom
sets a dangerous pattern, making organizations more susceptible to future attacks, and
potentially prolonging the cycle of victimization. Ethical considerations also encompass
the neglect of investments in cybersecurity and the potential legal repercussions [92]. Pri-
oritizing alternative solutions, such as employing proactive and reactive cybersecurity
measures, implementing effective incident response protocols, and collaborating with law
enforcement agencies, aligns more closely with ethical principles and the well-being of
society, thus safeguarding the interests of stakeholders and preserving the rule of law in
the digital realm [93].

9. Discussion and Conclusions

This work advocates a new perspective and offers a starting point for future experi-
mentations. Through the correlation of computer viruses with biological ones, we set the
groundwork for further research involving the game-theoretic perspective. The study of
characteristics and behaviors, along with their similarities, can enhance our understanding
of the impact factors in a game, showing that remedies and disinfection mechanics that
work well in the biological world could be effective through proper correlations in the
computer world. Game theory is a unifying tool, given the growing need for behavioral
analysis, especially as most anti-malware software consistently enhances their analysis
tools. Analyzing the behavior of viruses and the users’ actions can lead to the formulation
of more effective strategies against an opponent. Alternative strategies for dealing with
biological and computer viruses can appear through the study of their relationships using
appropriate tools and methodologies. The proposed game-theoretic tools and methods
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could prove useful in enhancing penetration testing, and vice versa, since the results of
penetration testing could adjust the values of variables used in games. The topic of threat
assessment is very important both in theory and in practice when attempting to tackle
multiple scenarios, especially in environments where data are critical. Moreover, risk
analysis, as shown in the previous tables and charts, is equally important in order to select
a strategy that will offer the ultimate payoff. There are factors that are sometimes not taken
into account, even though they are important and could change the possible outcome of
an attack. The specific users and their traits should be taken into account when picking a
strategy in order to achieve an optimal outcome, since just picking the ultimate security
does not factor in costs like price, complexity, application, etc.

Any viable framework must exhibit a better understanding of a virus and its method
of infection in order to be effective. Worms, for example, have an infectious pattern that is
extremely similar, and the proposed framework could work for them too. If we consider a
simple malware that does not spread, the damage to a company would be minor, but it
could be terrible for an individual, and the entire formulation would change. These could
be addressed by correctly extending the proposed framework. Obviously, the proposed
framework, being a starting point, has certain limitations. There is bias in this work because
we prioritize some factors over others based on the overall damage that could be done.
Following considerable testing, we focused our attention on these parameters that appeared
to return acceptable—or at least rational—scores. We believe that any similar approach will
always be biased because we are dealing with practically infinite and unforeseen events.
In future work, we intend to further study the spreadability of viruses in medium- and
small-sized networks. For this purpose, the introduction of new games and pay-off matrices,
based on real-life scenarios for a wider range of users, will be instrumental. We believe
that evolutionary game theory offers the necessary tools to monitor virus mutations more
effectively and outline strategies for fending off infections. To this end, we plan to extend
the current formulas and further evaluate their usefulness for disinfection, spreadability,
and severity. Hopefully, this will allow us to obtain even more objective and realistic
measurements from the corresponding games regarding the severity of a computer virus in
certain scenarios, the probability of disinfection, and the effectiveness of specific strategies
for such viruses. Furthermore, we would like to verify whether processes like natural
selection and its properties also apply to computer environments.
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